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Modelchecking

» Generic framework for Timed Systems
» Verification of Reachability/Safety Properties
» Synthesis of Reachable/Safe parameter sets
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» Consider system as two parts

» Control Flow Graph (CFG)

» “Semantics” instructions as constraint-systems
» Check system one (abstract) trace at a time

» The CFG is our coarsest abstraction
» Refine CFG

Conditions

» System has to be in CFG/Semantics form
» We need methods for;

» encoding of trace as constraint-system (Enc),
checking satisfiability of constraint-system (Z3),

generalizing unsatisfiable traces, and
refining abstraction.
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Real-Time Programs

Motivation
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» Plethora of formalisms
» Time(d) (Arc) Petri-Net,
Timed Automata,
Hybrid Automata,
Timed Process Algebras,

v

vyvy

ey

» Trace Abstraction Refinement origins from program-verification,
» Decouple control-flow and semantics
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Example
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Edge | Guard | Update | Rate
i true x:=y:=z:=0 | dy/dt=1
b true z:=0 dy/dt=0
14 x== x:=0 dy/dt=0
b x-y>=1 and z<1 - dy/dt=0

Notice
Because we are only concerned with Reachability, invariants can be
seen as guards.
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Real-Time Programs

Preliminaries

Let V be a set of real-valued variables
» v: V — Ris a valuation,
» the set of valuations is [V — R]
» (V) is a set of constraints on V,
» v = ¢ when o(v) = True for ¢ € 5(V)
» U(V) be the set of updates on the variables in V,
» u C[V = R]x[V— R]for ueU(V),
» R(V) C QY be the set of rates
LetZ = (V) x U(V) x R(V) denote the set of instructions.
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Semantics
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Letrv: V—Rand v : V — R be two valuations over the variables.
For each pair («, §) € T x R>( we define the following transition
relation:

1. v E v.(guard is satisfied in v),

v 20 e {2, F st (1,1") € pa (discrete update) and
3. VvV =v"+§ x ps(continuous update).
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Real-Time Programs

Semantics
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The semantics of a € Z is a mapping [¢] : [V — R] — [V — R] that
can be extended to sets of valuations as follows:
velVoR], [a](v)= {/]36>0,0 220
KCV—=R] [of(K)= [Jlad@).

veK

We inductively define the post operator Post as follows:

Post(K,e) = K
Post(K, a.w) = Post([a](K), w)
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A Real-Time Program is a pair P = (Ap, [-]) where
» Ap = (Q,, I, A, F) is a finite automaton defining the control-flow
graph (CFG) and
Q is the set of states,
¢ € Qs the initial state,
7 is a set of labels (instructions),
A C Q x | x Qs the transition-relation, and
F is a set of accepting states.

» [-] gives semantics to each instruction.
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Timed Word
A timed word (over alphabet 7) is a finite sequence
o = (ap,00).(a1,01). - .(an, 0p) such that foreach 0 < j < n,

dj € Rypand oy € T.

The timed word o is feasible if and only if there exists a set of
valuations {vp, ..., vne1} C [V — R] such that:

@g,00 1,01 an,0n
0 1 Vg VUp —— Upyq.
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Let Unf(c) = ag.ay.- -+ .ap be the untimed version of o.

Lemma
An untimed word w € T* is feasible iff Post( True, w) # False.

Checking Feasibility
Assume Enc(w) € B(VY) then w is feasible iff there exists v s.t.
v = Enc(w).
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Complexity
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If the trace can be encoded in a decidable theory, checking the
trace is decidable.

Linear Hybrid Automata traces can be encoded in Linear Real
Arithmetic (LRA).

SAT of LRA is decidable — essentially Linear Programming.
Even if theory is not decidable, we can be lucky.
Off-the-shelf solvers such as Z3.
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Example
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t
R Oa O Om
Edge | Guard |  Update | Rate
i true x:=y:=z:=0 | dy/dt=1
lo true z:=0 dy/dt=0
t x==1 x:=0 dy/dt=0
b x-y>=1 and z<1 - dy/dt=0

EnC(/.l‘o.tz):
Xo=Yo=20=00/N0o >0
Xt=Xo+0 AY1=YoNZ1 =61 N6 >0
Y1 >IN <TIAXe=X1+ R ANYo=V1NZ2=2Z1+ 52 N2 >0
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Overview
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Conditions

» System has to be in CFG/Semantics form v/

» We need methods for;

encoding of trace as constraint-system (Enc), v’
checking satisfiability of constraint-system (Z3), v/

generalizing unsatisfiable traces, and
refining abstraction.
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R=o —l —(Step 3: A:= RU LUIA(W)) }e——

J No
Step 1: L(Ap) C R?) (Step 2: w is feasible?
(Step 1: (4r) € A7} Lotwe C(An)\ A b )
lYes lYes
TL(P)=92 TL(P) # @, wis a witness

Trace Abstraction Refinement Semi-Algorithm for Real-Time Programs
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Consider an infeasible word w over the program (Ap, [-]) then we can

» we can encode w as a conjunction of constraint-systems
c=CyA---Cn,where, for 0 < m < nwe have Cp, is the encoding
of the effect of instruction iy,

» check feasibility using a solver
» construct Craig-interpolants using an interpolanting solver (as
Z3).
Craig Interpolant

A Craig-interpolant is a sequence of sufficient conditions for showing
unsatisfiability of a constraint-system.
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TAR

Example

Guard |  Update
x:=y:=k:=0

true

Edge |

Ao o
i 7}
~@H@T0@ ;|
o ¢ ° t true x:=0; k++
! b y < k —
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Ao i Edge | Guard | Update
i o 0 o t i true x:=y:=k:=0
sogosotc IEERING
t ty true x:=0; k++
! b y < k —

Consider an infeasible word w,, for n > 1 of the form i.ty.(t.1)".t2,
encoded as ¢ =

Xo = Yo = ko = OA 5020AX1:X0+50A}/1:}/0+50/\
X1 > 1A 5120AX2:X1+51A}/2:}/1+51/\
Xa=0Aki=hK+1 62>0AXs=Xs+ 0 Ays=Yyz+02 |\
X > 1A 03> 0AXs=Xs+03Ays=ys+03 [\

"/\yn<km
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Edge | Guard | Update
I true x:=y:=k:=0
fo x>1 —
b true x:=0; k++
tx y <k —

Consider an infeasible word w,, for n > 1 of the form i.ty.(t1.%)".t> If
we give ¢ to Z3, we get the following interpolants (modulo indexes)

1. h=y>xANk <0,

2. h=y>1Ak<0,
3. h=y>k+x,

4. b=y >k+1,

5. h=y>k+x,

6. k=y>k+1,
7. .

Notice that for n > 4 we
have I, = I,2.
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Ao i Edge | Guard | Update
i Otg i true x:=y:=k:=0
-@ @@ | | i |-
t by true x:=0; k++
1 b y<k —

Consider an infeasible word w), for n > 1 of the form i.fy.(#

do.(t.0)"- 1
from this we can construct the Interpolant automaton IA(w;)
accepting only infeasible words

. to
-EE-O--@- @D
b
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Ao Edge | Guard | Update

i o i :=y:=k:=0
Q@@ | | T | o
f

b true

b y <k

x:=0; k++

Same construction for wy = i.ty.1,

By doing a simple union we have L(IA(w;,)) U L(IA(Wp)) 2 L(Az)

fo
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Bad News

» Undecidable in general, and
» calling SMT-solvers are expensive.

Good News

» Works for any encoding within a theory the solver supports,

» Timed Automata, Stopwatch Automata, Time(d)(-Arc) Petri Nets,
Hybrid Automata are all in the decidable theory of Linear Real
Arithmetic (Linear Programs)

» Abstracts both continuous and discrete parts of the system, and
» Early termination - even on undecidable things.
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Beyond Reachability
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But Wait! There is more!
Existential quantification over Linear Real arithmetic falls withing the

theory of linear real arithmetic via Fourier—Motzkin-elimination; hence
we can do parameter-synthesis.

No
Let o € TL(Assume(l).P)

I::True—l | l

(1: T£(Assume()).P) = &? j4————{2: I := | A ~3;Enc(Unt(c)))

Yes|
I

Parameter-set synthesized is the largest safe parameter-set.
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On the two example shown,

» UPPAAL over-approximates both, and returns unknown/error.

» PHAVER and IMITATOR only computes the first example, and
never terminate.
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Experiments

Robustness of Timed Automata

| Test [ Time [  e<] Time [ e < |

\ \ SYMROB \ RTTAR \
csma_05 043 1/3 68.23 | 1/3
csma_06 244 | 1/3| 22715 1/3
csma_07 8.15 1/3 1031.72 | 1/3
fischer 04 | 0.16 | 1/2 4524 [ 1/2

fischer 05 | 0.65 | 1/2 | 24945 1/2
fischer 06 | 3.71 1/2 [ 1550.89 | 1/2

M3c 4.34 | 250/3 43.10 00
M3 N/A N/A 43.07 00
a 27.90 1/4 | 15661.14 | 1/2

Results for robustness analysis comparing RTTAR with SYMROB. Time is
given in seconds. N/A indicates that SYMROB was unable to compute the
robustness for the given model.
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Test IMITATOR RTTAR
Sched2.50.0 201.95 | 1656.00
Sched2.100.0 225.07 656.26
Aq DNF 0.1
fischer_2 DNF 0.23
fischer_4 DNF 40.13
fischer_2_robust DNF 0.38
fischer_4_robust DNF 118.11

Results for parameter-synthesis comparing RTTAR with IMITATOR. Time is
given in seconds. DNF marks that the tool did not complete the computation
within an hour.
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Showing Off 2
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a>=06&& Init
b>=0&&
e>0

Proposition
For which a, b and ¢ can we guarantee that no two instances are in cs
at the same time?

Answer
e<0O0va<0vb<Ovb—a—2¢>0
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Very big hammer,

slow but exact,

room for improvement and novel techniques,
good supplement to existing tools,

extends family of models solvable.

Further Work

Function-calls,
Reductions,
continuous dynamics,
liveness-propperties.
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